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overview
r NOC are at the centre of SOC
¥ good place to monitor & control the SOC
v for example for:
1. test
2. (communication) performance management
3. debug
4. security

Ng Kees Goossens i

A 2007-06-28 MPSOC TUDeIft

9-3-1



User
Rectangle


NOC to transport test patterns & responses

» TAM = interconnect A interconnect = NOC = TAM = NOC

use guaranteed latency (zero-jitter) connections for virtual TAM wires
» NOC is unchanged; test is just another functional mode
+ IP test schedule is unchanged: re-use

» new test wrapper: converts between the functional & test modes
— e.g. AXI & streaming test mode
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NOC for performance monitoring & control

¥ monitor Nls, routers, IP
— link utilisation, buffer fillings, credits, etc.
— hardware is relatively cheap

» control
— stream to trace memory, or off-chip
— to a controller, centralised or decentralised
— control NI, routers, IP

master router
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NOC for debug: communication-centric

+ SOC complexity resides in the interactions between IP blocks / tasks
» the interconnect is the locus of these interactions
— older interconnects serialise all transactions
— latest interconnects allow split, pipelined, concurrent transactions:
no unique SOC communication trace
— analyse SOC behaviour by controlling its communication
(transaction ordering)
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NOC for debug: transaction-based

b transactions are the common interface between

IP / processor instructions and interconnect transactions
b signal groups (command, write data, read data, ...)
b valid/accept (valid/ready) handshake

-r

basic concept: intervene in the valid/accept handshake
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NOC for debug

program monitors with event triggers

monitors or TAP controller generate event

event is distributed to network interfaces

finish ongoing handshakes

mask accept/valid on selected connections

check if NOC activity has ceased, otherwise force a stop
read out debug data
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can implement breakpoints, single stepping, etc.
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NOC for debug: architecture & operation

¥ monitor or TAP controller generates event

» event is distributed on broadcast interconnect
— runs at NOC functional speed
— follows NOC layout

request

Ni shell ~NI kerneln router ~NI kerneln NI shell @ slave

)

event distribution
interconnect (EDI)
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NOC for debug: architecture & operation

¢ finish ongoing handshakes, then mask accept/valid

master NI shell NI kernel router NI kernel NI sheII

B EE

event distribution
interconnect (EDI)
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NOC for debug: architecture & operation
» check if NOC activity has ceased, otherwise force a stop
clock controllers
debug data interconnect (DDI), e.g. JTAG, NOC
T r  rr [ [ T ]
master ﬁ Ni shell NI kernel router NI kernel NI shell slave
[FoRal
e\vent distribution
interconnect (EDI)
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NOC for debug: architecture & operation

» read out debug data

clock controllers

event distribution

debug control interconnect (DCI), e.g. JTAG, NOC ¢
interconnect (EDI)
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NOC for DRM & security: configuration

I » T
= = £

NOC
NI NI

» managed (virtual) point-to-point » channel configuration:

communication, not broadcast write registers in the source NI
using memory-mapped |0
b connection consists of b every channel has its own
— request & response channels — QoS (BE, GT)
— programmable memory map
7
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NOC for DRM & security

¥ managed (virtual) point-to-point communication, not broadcast

b bootstrap NOC from 1 secure location

» reconfiguration software runs on (e.g.) embedded processor &
is generated by the design flow

» configuration channels &

boot processor can be

hardwired for extra security

do_use_case_1() {
open_connection (A,B,10MB/s);
open_connection (C,D, 200MB/s);

configuration
processor
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NOC for DRM & security

¥ managed (virtual) point-to-point communication, not broadcast
¥ bootstrap from 1 location

b configuration channels can be hardwired for extra security

+ every channel has its
own memory map
— data access isolation (T
— no snooping or
data modification

=

configuration
processor

Kees Goossens

[ ™|
N

slave

O

5
2007-06-28 MPSOC TUDelft

nnnnnnnnnnnn ity of Technoloay

14

9-3-7


User
Rectangle


15

NOC for DRM & security

¥ managed (virtual) point-to-point communication, not broadcast
» bootstrap from 1 location
¥ configuration channels can be hardwired for extra security

» by using guaranteed
(GT) connections the
performance
of communications
is also decoupled
— no information leaks

through timing analysis

— no denial of service

configuration
rocessor
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