
Dependability of MPSoC for

Applications in Social

Information Infrastructure

2007.6.25
System LSI Research Center, Kyushu University

2

$500

$30/Chip
$200

Hiroto Yasuura

Department of Computer Science and

Communication EngineeringGraduate School of

Information Science and Electrical

EngineeringKyushu University6-1 Kasuga Koen,

Kasuga, 816-8580, Fukuoka, Japan

Tel. +81-92-583-7620,

FAX +81-92-5831338
yasuura@c.csce.kyushu-u.ac.jp,

yasuura@slrc.kyushu-u.ac.jp

http://www.c.csce.kyushu-u.ac.jp/SOC/index.html,

http://www.slrc.kyushu-u.ac.jp

Personal Information

E-Money

Signature

Credit Cards

2-4-1



2007.6.25
System LSI Research Center, Kyushu University

3

!

!

!

!

!

!

!

!

!

!

Dependable Systems

Undependable

Systems

Detect, Mask and Repair
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An accumulation

type system is more

difficult to detect

counterfeits than a

bill type system.
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•Theft of Logged

Information

•Mis-Arrangement in

Replacement
Abandonment

•Phishing Virus

•Tampering,

• Tapping

•Errors and

Misunderstanding in

Usage

•Ageing and Particles

•Temperature and Supply

Voltage Variation
Operation

•Theft

•Insertion of Illegal

Software

•Mixture of Defectives

•Installation of Buggy

Software

•Variation in PackagingDistribution

•Illegal Sale of Good

Products
•Errors in Test•Intermittent FaultsTest

•Illegal Sale of Extra

Products
•Errors in Fabrication•Process VariationFabrication

•Theft of Design,

•Insertion of Illegal

Circuit (IPs)

•Design Bugs

•Errors in Assumptions
Design

•Theft of Plan•Bug in SpecificationPlan

AttackHuman ErrorsNatural Threats
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Processor

Under

Monitoring

P

Monitor

Processor

Inputs Outputs

X:Monitoring Points

A Model of Specification of P

SI: A set of Regal Inputs

SO: A set of Regal Outputs

SS: A set of Regal States

M: A Machine Model of P

SI  SS  SO  SS

How to Construct the Model

1. Given by designers

2. Self-Construction from

Verification Data

3. Self-Construction and

Improvement in run

time

Data Mining from run time

data
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Processor

Under

Monitoring

P

Monitor

Processor

Inputs Outputs

X:Monitoring Points

Observed

Data

Specification

Model
(A set of

Positive Data)

Comparison

if Observed Data is not matched with

Spec. Model,

then

1. Stop or degrade the operation of

P

2. Detailed analysis

3. Fault Masking, if necessary

4. Reconfiguration or out of

operation, if necessary

5. Modification of the Model, if

necessary
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