What happens on an MPSoC stays on an MPSoC — unfortunately!
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Why Improve Debugging?

In the US, every day 5 out of 12
engineers spend their day
finding and fixing bugs.

That's 1 million engineers.

[Jones, 2011]
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Why Improve Debugging?

$ 312,000,000,000

cost of software bugs to the global economy, per year
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[Britton et al, 2013]
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Run-Control Debugging

2eb724: ldr r3, [r0]
2eb728: ldr r2, [pc, #244]

CPU ~ 2eb72c: mov r6, #1
N 2¢b730: add r2, pc, r2
Core \ 2eb734: mov 17, #9

2eb738: ldr r3, [r3, #16)

set breakpoint

Debug
Controller

System-on-Chip

probe effect!

JTAG

Host PC
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Trace-Based Debugging
The Situation Today: Drowning in Data

USB —

PCle

Ethernet — |

MPSoC

1 Gbit/s

Example system: 4 CPU cores @ 2 GHz, 64 Gbit/s memory bandwidth, 20 Gbit/s I/O bandwidth
Instruction trace compressed to 2 bit/cycle/core, memory trace compressed to 0.75 x memory bandwidth, uncompressed communication (bus) trace
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Trace-Based Debugging
Situation Tomorrow: Better Compression?

instruction trace (per core)
+ today: 2-4 bit/instruction (iniel, 2015]

+ academia: 0.036 bit/instruction
[Uzelac et al., 2010]

* =>55x improvement
memory trace
e~ 25 % less [Hopkins, 2006]

USB — > 7o
* communication (bus) trace
PCle « depends ...
Ethernet — |
MPSoC
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Trace-Based Debugging o
Situation Tomorrow: Better Off-Chip Interfaces?
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Complex Software ...

Want to display web content?

@ Firefox
“The average number of

changes accepted 6.9 code changes
into the kernel per per hour i 2015

hour is 7.71, which
translates to 185 changes every

day and nearly 1,300 per week.”
[Linux, 2015]
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Complex Software ... Meets Complex Hardware

I QorlQ T4240 Communications Processor

.ll s - Maﬂ‘w

[0 Core Complex (CPU, L2, L3 Cache) [[] Basic and

and Memory Control [I] Networking Elements

Freescale QorlQ T4240 block diagram
http://cache.freescale.com/files/graphic/block_diagram/T4240_BD_IMG.jpg
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Software Debugging from 10,000 ft

How the
software

should
execute

measure >
< check

How the
software
does
execute
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Knowledge-Based On-Chip Diagnosis

Knowledge-Based Diagnosis

How the
software
should Expert
execute Data ED] KnovxF/)Ie dge == | Information
How the On-Chip Diagnosis
software
does . .
execute P information > P data
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Knowledge-Based Diagnosis (2222ss )
H hypothesis @
P13
P12
parameters Il measurement C Test2_>  Test3 O
[ evaluation
Knowledge
Database
Distributed on-chip diagnosis ==——>. _ :
+ Event timers, filters, LUTs, V7 g , ,
compare, hash/compress - > Information / hints
« Script-controlled ————4 3 for the developer
diagnosis PEs — 4 4
2015-07-14 Knowledge-Based On-Chip Diagnosis for MPSoC 12

05/06/2015



5

A Code Issue (28550 ]
| mux
while (1) {
// wait until at least one QSPI module is ready
s0 = IfxQspi_ SpiMaster getStatus(&spiChannel);
sl = IfxQspi_ SpiMaster getStatus(&spiChannel?) ;
while (s0 == SpiIf Status_busy ||
sl == SpiIlf Status_busy);
}
initiate_next transmission() program hangs here
}
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A Code Issue ... Involving the Hardware {1 H
QSP10
TX RX
Memory CPU
A H A A ﬁ A
{ Periph. Bus (SPB) )| DMA Crossbar (SR )
Al ¥ \ L4
TX RX
QSPI 1
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Case Study: Tree of Tests

“We have a
QSPI problem.”

Starting point

“There is a DMA

| . “There is a SRI
Issue issue”, etc.
refine
“DMA requests
req » other
collided.
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Case Study: Tree of Tests

“We have a
QSPI problem.”

Starting point

refin
“There is a DMA “There is a SRI
Issue issue”, etc.

refine

“*

DMA requests
. a 5 other
collided.
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Did DMA Requests Collide? A Search Problem.

DMA Channel Active State
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Refining Knowledge-Based Diagnosis

diagnostic refined

refined tree
tests parameters

Knowledge Supervised- and reinforcement-

Database based machine learning to
further refine parameter ranges
and tree traversal

/_ /_ / 4 Information / hints
/ 7 v for the developer
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Problems We Cannot Solve

* Issues must be reproducible or
recurring

+ Hard-to-find bugs will remain

+ Detection is only the first step: fixing
bugs remains the developers job

i Don’t worry.
1

\ = We stillneed
b you.

d

4
<
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Conclusion =

» Understanding MPSoC behavior is difficult
— complex hardware & software
— cannot hide behind abstractions

» Software execution generates too much data ...
— to be transferred off-chip
—to be consumed and understood by humans

+ We envision a smart (expert knowledge and machine learning driven)

on-chip diagnosis solution to guide the SW developer to critical areas!
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Your Questions?

Contact
Andreas Herkersdorf <herkersdorf@tum.de>
Institute for Integrated Systems, TUM, Munich, Germany

Further reading

Ph. Wagner, L. Li, T. Wild, A. Mayer, and A. Herkersdorf, “Knowledge-Based On-Chip
Diagnosis for Multi-Core Systems-on-Chip,” edaWorkshop 15, Dresden, Germany, 2015
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