Making Driving More Connected

and More Secure
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Cyber-Physical System (CPS)

A cyber-physical system (CPS) consists of a collection of CPS
units communicating with one another and interacting with the
physical world via sensors and actuators in a feedback loop.
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”:’ CONNECTED TO THE CLOUD

* 75% of shipped cars will be connected by 2020
* 100 sensors per car => 200 sensors per car
* 1.3M sensor readings per second

* Platform data center & data distribution through efficient
In-Vehicle Network is key
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Setting the stage mm
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hysical Attack Surfaces
Automotive Attack Surface Range
CD/DVD Drive Physical Access Single Vehicle
use Physical Access Single Vehicle
Flash/SD Card Physical Access Single Vehicle
OBDII Physical Access* Single Vehicle
Remote Attack Surfaces
Automotive Attack Surface Range Threat Size
etooth ~10 single Vehicle
Cellular ~8 to 75 km (depends on Vehicles On Network
coverage)
Dedicated Short Range ~100 to 1000m Vehicles In Range (viral)
Communication
Electric Charging System ~5-20m Single Vehicle
Electronic Tolling (RFID) ~5-20m Single Vehicle
GPS ~150m to 8 km Single Vehicle
Near Field Communication ~20 cm Single Vehicle
Passive Anti-Theft System ~10m Single Vehicle
Radio (RDS) ~100m Single Vehicle
Remote Keyless Entry (RFID) ~5-20m Single Vehicle
Satellite Radio ~100m Single Vehicle
Tire Pressure Monitoring System ~1lm Single Vehicle
Wi-Fi ~15m/Varies Vehicles On Network

14

*OBD Il dongles could potentially have wireless attack surfaces (e.g. Bluetooth, Wi-Fi, or cellular) and
make the OBDII port more vulnerable.

Source: Strategy Analytics
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Automotive Cybersecurity g

* The number of attack surfaces, from wireless connections such as
cellular, Bluetooth, Wi-Fi, and wired connections has dramatically
expanded within the last few years.

e The FCA Hack

¢ GM and Tesla Hacks

« Hacking BMW'’s App

e Anti-theft Immobilizer Flaw Affects Numerous OEMs
e Nissan LEAF Hack

The FCA Hack
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Software updates over-the-air (SOTA)

* Many good reasons to update software on vehicles over-
the-air
« Can improve existing features (e.g., better maps)
¢ Can add new features (e.g., self-driving software)
¢ Can update software bugs w/o expensive manual recall

* However, must do SOTA carefully, because...

¢ Microsoft Windows Update (2012): Flame malware
spread via MitM attack.

e South Korea cyberattack (2013): $756,000,000
USD in economic damage due to malware spread
partly via automatic software updates.
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& Software Update Over the Air
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wee « End-to-end vehicle security depends on securing all
the electronic internal and external networks and
ECUs

« Securing remote user interactions with the vehicle

« Increasing number of ECUs in vehicles combined
with increased network capability creates more
targets for compromising vehicle security

« Upgrading software to patch vulnerabilities and to
remove servicing cost
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Secure SOTA (sSOTA)

Director

(Energica) Directory Repository

ECUs and vehicles

(Energica) Image Repository

.
Do

IAP Public Key
Session Key

Application
Firmware Package

FW Image

Metadata

Meta Sig

IAP Pr‘wate Key

\ 4

Metadta
Metadta

Session Key
- SIS

il

Braking Cantrol
Active Safety
Passive Safely

it

AV Entertaimment
Davica intagration
o8

Ethernet/IP will

14

Why Securing CAN?

In-Car Networking Scenario

CAN Netwark & Flexray CAN, Flaxray and

Ethemat/P
wDs ’GEﬂumulﬂP Ethemet/P
CAN + MOST CAN +MOST+ Ethemal/IP

2012 2020
coexist with low-bandwidth standards like CAMN.

(Source: Frost & Sullivan)

6/9/2017



Example of Drivetrain CAN network

N

Engine
control unit

ABS-

control unit

Actuator

Dash panel
insert

Drive train CAN network with 3 control units

Source QRJU%ID

capabilities that enables real-time support

* By the creation of a secure set of ECUs
* by implementing secure broadcast communication within the secure set

« to support any high level protocol (eg KW2000,...)
* No change required to standard CAN protocol and hardware

* to resource constrained ECU devices

Secure CAN (sCAN)

« to securing the communication between enables sCAN bus devices while
supporting legacy CAN devices. More particularly to require low computation

« to support in parallel secure and non secure communications
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H2020 TAPPS: real testcase

Next generation Automotive DASHBOARD based on STM32 with external
connectivity to WWW and secure CAN

The Tesla of the motorcycles
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Takeaways: TAPPS in Automotive
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Connectivitv Node - sFOTA Procedure

‘ p Firmware
@’ et Upgrade

s Main Execution (one-time) N
Initialize P . ; " Termination
. . « Check if Firmware update is available (internet) n .
« Activate Wifiand 2% . N « Deactivate Wifi
4G Modules :i « Download available Firmware update and 4G Modules
Start Firmware transmission procedure
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Encryption Accelerators

* NIST FIPS 197 compliant implementation of AES

AES operation mode

Encryption Key derivation
Decryption Key derivation +
Key: 128- 256-bit decryption

AES chaining mode

Data swapping
Data swapping

AES Accelerator
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Crypto Acceleration on STM32F779NI

Comparative Performance

AES256 (XTS) AES128 (ECB) SHA2

® Software mHardware I .
Compliant with:
10K lterations on 16B, CPU Freq: 192 MHz FIPS Pub 180-2
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