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EMERGING SOC DEMANDS ACROSS EDGE Al, IOT & AUTOMOTIVE
COMPUTE MOVES CLOSER TO THE EDGE: SECURITY, RELIABILITY, POWER EFFICIENCY
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ENGINEERED SUBSTRATES: FOUNDATION FOR SECURE, RESILIENT SOCS

Security, Efficiency, And Resilience—Engineered From The Substrate Up
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Soitec in numbers
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ENGINEERED SUBSTRATES
ARE A CRITICAL COMPONENT OF THE SEMICONDUCTOR INDUSTRY
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RESILIENCE UNDER STRESS: SUBSTRATE-ENABLED RELIABILITY
ENABLING RESILIENT SOCS FOR AUTOMOTIVE AND INDUSTRIAL

High temperature Radiation exposure Aging and variability Power/voltage noise
operation sensitivity
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Meeting AEC-Q100C Grade 0 (150-175°C) SEU, SER in automotive, avionics, industrial Body bias to dynamically compensate Better isolation, reduced substrate

Lower leakage currents BOx reduces charge diffusion aging and PVT variations coupling
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SECURING SOCS FROM THE SUBSTRATE UP

Security isn't just an IP problem. It starts with the silicon foundation

FD-SOI: INHERENTLY
SECURE

ERROR FREE
MEM/LOGIC

10x lower SER
[1]

Crypto

SIDE CHANNEL

ATTACK IMMUNITY IP

5-10x lower
leakage @

NO BACKDOOR VIA
BACKSIDE

3-7x higher LFI*
resistance B!

*Laser fault injection

A GLIMPSE INTO THE
FUTURE: CYBER-SUBSTRATE

Base Silicon

Secure
Boot

Base Silicon

A secure layer within the base Silicon

[1] Nguyen, Bich-Yen, et al. "A path to energy efficiency and reliability for ICs: Fully depleted silicon-on-insulator (FD-SOI) devices offer many advantages." IEEE Solid-State Circuits Magazine 10.4 (2018): 24-33.
[2] Planes, Nicolas, et al. "28nm FDSOI technology platform for high-speed low-voltage digital applications." 2012 Symposium on VLSI technology (VLSIT). IEEE, 2012.
[3] Dutertre, Jean-Max, et al. "Sensitivity to laser fault injection: Cmos fd-soi vs. cmos bulk." IEEE Transactions on Device and Materials Reliability 19.1 (2018): 6-15.
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ENABLING SECURE IP IN FD-SOI WITH BACK BIAS (BB)
FROM CRYPTO RESILIENCE TO TRNGs

Back bias as a means to mask the COSOI: COSO TRNG using FDSOI?! PUF-TRNG circuit based on as set of SR
leakage in secure IPI! BB as a very simple and latchesP!
Current Balancing Body Bias — using efficient technique for the ring An optimal state is obtained for both
back bias to automatically balance oscillator frequency calibration TRNG and PUF by controlling the latches
the leakage currents. needed for the coherent sampling by the BB of the FD-SOI technology.
method. PUF=Q[16..1]
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Fig. 2. Architecture of the COSO-TRNG (a) and schematic representations
of the signals (b) S @

[1] Palma Carmona, Kenneth. "Exploration of FDSOI back-biasing techniques to hinder cryptographic attacks based on leakage current." (2023).
[2] Benea, Licinius, et al. "COSOI: True Random Number Generator Based on Coherent Sampling using the FD-SOI technology." WiPIiEC Journal-Works in Progress in Embedded Computing Journal 10.2 (2024).
[3] Danger, Jean-Luc, et al. "Analysis of mixed PUF-TRNG circuit based on SR-latches in FD-SOI technology." 2018 21st Euromicro Conference on Digital System Design (DSD). |IEEE, 2018.
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Advancing Secure Frontier

SECURITY, RELIABILITY, POWER Engineered substrates build FDSOI: Inherently resilient
EFFICIENCY are increasingly resilience and security bottom up and secure with BB as an
demanded by the connected in AUTOMOTIVE to EDGE Al extra leverage in secure IP

INTELLIGENT world : 5

MPSoC Megeve -16 June 2025 © Soitec 2024. No copying or distribution permitted. PAGE 9 ﬁ



ssitec

THANK YOU

B @soitec_corpor
@soitec_official
Y @soitec_official

(),

AN




ssitec

7

£
(&)

E)
AN

SOITEC PROPRIETARY

\/

Any unauthorized reproduction, disclosure, or distribution of copies by any person of any
portion of this work may be a violation of Copyright Laws, could result in the awarding of | i ‘

Damages for infringement, and may result in further civil and criminal penalties.

Exclusive property of Soitec. This document contains restricted information: disclosure, [ 3 )
redisclosure, dissemination, redissemination, reproduction or use is limited to persons within i . ‘
Soitec and third parties which receive this document with a need to know only. Use or reuse, in 4

whole or in part, for any purpose other than which expressly set forth in this document is

forbidden.

All rights reserved. Copyright ©2024 SOITEC.




