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Introduction and Motivation
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SoC-Centric Solutions

-

@ Processor
[ Driver ]
Main Memory GPIO
[ Core 0 ] [ Core 1 ]
< @ ( Insider E @
E @ N
IP 2 IP 3

— UNINERSITY OF FLORIDA HERBERT WERTHEIM COLLEGE OF ENGINEERING




(Embedded) Computing Systems Security
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Isolation
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Separation
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Secured Integration of Non-Trusted Components

= Hardware Sandboxing 4 User )
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Secured Integration of Non-Trusted Components

<IP_name>.def{
// Signal types: input, output
<signal_name> : <signal_type>, // Interface ports
<vector_name> : <signal_type>(<length>),

transitions{
s0@ : <signal_name> : s<integer>, // s@ always initial state
s<integer> : !<signal_name> : s<integer>,

}I

resources{
<resource_name> : { <option_name> : <option_setting> }

}
Component Authentication Process for Sandhoxed Layouts i

logic.def{
/ @ Behavioral Specifications Virtual Resources // Logic operators: and, or, ==, !=

<signal_name> : <signal_name> <logic_operator> <signal_name>,

} <signal_name> : counter { // Counter example

I . . on: <signal_name>,
Compatibility Check, Composition, Refinement start: <integer>,
end: <integer>
@ Y 3,
LTS Translation prohdbitedy
. ‘usion
"""""""""""" I'"""""""“"”"'_______"""" )ncatenation
leene star
. . . n-con uti ri t
Checker Generation Virtual Resource Generation e
I |
4
@ Generate Sandbox Controllers
Y

\ Package Secured IP* /
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FLASK-Based Mandatory Access Control

* Flux Advanced Security Kernel (FLASK) - Security Architecture

* Open-source developed by NSA and University of Utah to provide flexible support for mandatory access
control (MAC) policies in operating systems.

«  SELinux served as the template for other Flask implementations in other operating systems (Android,
Xen, etc).

l Object Request |

Object Manager Query [ Security Server
Policy | Security
Enforcement AVC Policy

i \

~  Decision

Enforcement I Policy
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Target Architecture
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Case Study
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Need of Secure SSN

= The Vulnerability: Modern Streaming
Scan Networks (SSN) lack native
cryptographic authentication, exposing
critical IP to data sniffing and lateral
movement via JTAG TAP.

= The Solution: A Sandbox-Based Secure
TAP (STAP) architecture that structurally
decouples the security control plane from
the test data plane.

= Core Mechanisms: Utilizes hardware-
enforced instruction filtering, short-lived
session authorization, and strict debug
domain sandboxing
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STAP Architecture

Processing Unit (PS)
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Decoupled Design

Zero Trust Access

High Performance

A centralized Software IP
Management Module
(SIMM) manages policies,
while distributed Hardware
(HIMM) wrappers act as

local firewalls at wire-speed.
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Successfully isolates debug
domains and neutralizes
lateral scan-chain abuse by
dropping unauthorized
opcodes directly at the
hardware layer.

/
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Achieves superior scalability
with negligible overhead:
only 0.48% area utilization
per node and a minimal
0.022us delay per debug
transaction.
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Policy Server and Context Authorization

1. We utilize a FLASK/SELinux-style mapping where the

assigned security contexts. The AEF performs an Xilinx Zyng XCTZ010 LUTs [ FFs | LUTRAMs
heck Inst ti IR) load Available 17600 35200 | 6000
access check on every Instruction (IR) load. Uscd To w5010
_ o _ - Used by four Instrumented SSHs | 1899 11990 | 76
2. Shows very little overhead in implementation [~ Used by four HIMMs (Medialors) | 344 | 300 | 24
Total Utllization 1274% | 65% | 1.66%
: ~Utilized by SSHs 1078% | 5.65% | 1.26%
3. SIMM: - Utilized by HIMMs (Secure 1) | 195% | 0.85% | 0.4%

- Validates the external credentials and generates a
high-entropy Session Token.

* Maps the high-level security policy to ahardware- Personalized Requirements
compatible Context ID. $Context_ID (U/P) 8
: : : §IP_Core D (0) | .. B | HIMM AEF
«  Communicates with the PolicyServer to update the ——— T (CONTROL)
HIMM'’s local cache upon a miss. SISO |86 D RO Tokel) l
Watching (A) e.0. AIP_ID, Token gl '
: : @ | | poucy
Temporal Boundary (t,,,) | ed. Token1 (generation, session auth) @ s (s"\EI?“‘/{lEl\Fl{)
Token (T;) ed. Token? a
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Zero-Trust

= The Reality of Modern SoCs: Heterogeneous systems increasingly rely on third-party

irdware attack
BeyondCorp e
A New Approach to Enterprise Security ardware

A ———

—jn AN Soa

RORY WARD AND BETSY BEYER

= Dynamic Compro
and isolate adversa
system core.

= Strict Mission Assurance: The system mu
primary operational mission, even while acti
architecture attack.
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Zero-Trust

= Assume Breach: Treat every component, third-party IP block, or
interconnect as if it is already compromised or malicious.

= Verify Explicitly: Always authenticate and authorize based on all
available data points (identity, location, device health, anomalies)
before granting access or executing a command.

= Use Least Privileged Access: Limit user or component access with
Just-In-Time and Just-Enough-Access (JIA/JTA) models to protect
data and minimize the blast radius if something goes wrong.
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Zero-Trust in MPSoCs — NIST-Inspired
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Zero-Trust in MPSoCs — NIST-Inspired
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Zero-Trust in MPSoCs — Policy Decision & Enforcement
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Zero-Trust in MPSoCs — Anomalies Detection

Autoencoder Goal: Compress AXI-Lite
transaction data down to key features,
then reconstruct the original data from
those features.

= Normal behavior: Input == Output

= Input Data: 32’b Timestamp Delta, 2'b
Read or Write flag, 32’b Address, and
32’b Data

= Reconstruction Error = MSE(Input-
Output)

= Implemented using FastML's HLS4ML
[11,12]
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Anomaly Detection: Results

Maximum Reconstruction Error of Autoencoder Over
Multiple Datasets

= Collected six datasets 10000

1367.310059

= Validation 1000

100 79.34391785

) |||||
1 IIIII

Non-Anomalous

Incorrect Transaction Sequence

Max Reconstruction Error

0.17687428 0.191533044  0.240722865

0.1 — [ | .

DenlaI-Of-SerVICe (rand 5000 pCC) Validation  Non-Anomalous DoS50 Incorrect DoS5000

Dataset Dataset Transaction
Sequence

Denial-of-Service (rand 50 pcc)

= Maximum reconstruction error of DoS 5000 was
~7,139x larger than non-anomalous data

= Incorrect sequence 414x larger than non-anomalous

= The threshold was established at the 95th percentile
of the reconstruction error values

— UNIVERSITY OF FLORIDA HERBERT WERTHEIM COLLEGE OF ENGINEERING 22 ——




Resource, Power, and Latency

= Finally, resource utilization is quite large,

Table 4-2. FPGA Resource Utilization of Implemented Autoencoder

even for a very small autoencoder Resource Utilization Available Utilization %o
implementation with only 656 trainable LUT 31354 53200 2894
t FF 25261 106400 23.74%
parame ers BRAM 12.5 140 8.9%
DSPs 220 220 100%

= Power utilization was minimal, under
984 mW

= The Autoencoder can process approximately

360,896 samples/sec at 100 MHz, or ~28
cycles per sample

= Total transaction time in a secured system is
assumed between 25-29 cycles

= +/- 3 clock cycles
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Table 4-3. Autoencoder Power Consumption in PYNQ-Z2

Component | Power (W) | Power (%)
5*Dynamic | Clocks 0.130 7%
Signals 0.278 39.7%
Data 0.276 39.5%
PL Logic 0.218 31.2%
DSP 0.082 11%
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ZTA in Agentic Al Systems
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ZTA in Agentic Al Systems
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FPGA Cloud - GatorReCC

Dell EMC server with Alveo u50 board

https://smartsystems.ece.ufl.edu/research/projects/gatorrecc/
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Multi-Tenancy FPGA Clouds

Single-tenant FPGAs

bl VM VM| eee | VI

C T I 7

=

II @ FFGA| @B

FPGA

Each FPGA is
entirely
allocated to a
VM over time.

of the FPGA.

Resource waste and low FPGA utilization
as user designs do not always use 100%

2

\

Multi-tenant FPGAs ~

) Ll el

(v )space-shared

FPGA resources
are time and

between user

1
I =I
II Froa| @@ |FPoal\ ek loads

across cloud workloads.

/
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Improved utilization of FPGA resources
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Threat Model

o Scenariol: a VM gains access to the address
space of hardware accelerators in the domain of
another VM. e.g: VM2 accesses VR1

4 )

Risks: an attacker can still secret, tamper data, or
compromise execution of applications

VM4 ViVi;
App1 App2

T F 3

vMM[™

K L 4
Acc1 Acc2
VR1 VR3

FPGA

Malicious VM accessing co-tenant
FPGA resources

VM, VM,
App1 App2

N
N vwv |88

-
v v I
Acc1 Acc2

VR VR,
FPGA

VMM accessing VM
FPGA resources

o Scenario2: a breached VMM is used for unauthorized

access to VRs. e.g: the VMM accesses VR1 and VR2

-

Risks: attacker can access the entire address space of
the FPGA. Information leak, denial-of-service, task
hiding are also rising concerns

~

/
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Security Architecture

To/From Cloud

Applications
VM4 VM, VM,
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To/From Hardware

Accelerator
3
ccepts packets with matching sessionlD
eneration random session keys (128 bits) after decrypting with the session key,
using ROs as source of entropy otherwise, rejects the packet m N
4) software/hardware communication is

tifies the Security Server in case of encrypted, and checked against having the

malicious attempt to access FPGA adequate sessionlD
accelerators Y,

crypts outgoing data packets, and
decrypts incoming traffic
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Security Architecture — Physical Isolation

= Physical capacitive isolation for
each tenants.

= Tenants will get their own voltage
source !

= Tenant logic blocks are spatially
iIsolated by a physically separated
CMOS voltage source and ground.

= This isolation structure is controlled
by a memory that can be configured,
In the same way LUTs and switch
matrixes are configured.

— UNIVERSITY OF FLORIDA HERBERT WERTHEIM COLLEGE OF ENGINEERING

Board Vg

Tenant
Logic
Block

Tenant
Logic
Block

Tenant
Logic
Block

A4

VsSs

General Architechture

(a)

VDD_CNTL_SIG
VDD_CNTL_SIG

BO

o
SOLATED_VDD

-

-

VDD_CNTL_SIG

SOLATED_VDD

SOLATED_VDD
BO
BOARD_VDD

o
o

-

Tenant Logic
Block

Tenant Logic Tenant Logic
Block Block

VssS

VssS Vss

Proposed Isolated Architechture

(b)

32 —



IsoFPGA Architecture

= The reconfigurable fabric is partitioned
into regions, which are grouped into
power-isolated domains called
clusters.

= Each tenant is assigned to a specific
region or cluster, ensuring their logic is
physically and electrically isolated.

= A configuration controller sets isolation
policies, and the power management
unit enforces domain-level voltage
control for secure multi-tenancy.
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Attachment of Domain and Results

// Defining physical voltage domains
define_domain VDD_iso_1
define_domain VDD_iso_3

// Definition of clusters and their respective region
define_cluster clusterl -region regionl
define_cluster cluster2 -region regionl
define_cluster cluster3 -region regionl
define_cluster cluster4 -region regionl

// Join clusters 1 and 2 into a merged domain
join cluster1 cluster2 domain_merged

// Physical tie of a cluster group with a physical power domain
bind domain_merged VDD_iso_3

// Physical bind of single clusters with physical power domains
bind cluster3 VDD_iso_3
bind cluster4 VDD_Global

/* Example of isolating a cluster from a power rail (VDD_iso_1) */

/* The isolate command power-gates this cluster (e.g., by disabling its PMOS switches),
effectively shutting off its voltage supply to save power or mitigate attack surfaces
when the tenant is idle. x/

isolate clusterl

Model

LUTS

FF

BRA

DSP

Eguro
et al.
[11]

27,237

27,076

49

Joel et
al. [19]

169,66

81,766

334

84

Circuit LUTs| FF | BRAM

DSP

Provel

engiou

s et al.
[22]

5,000

5,500

34

Attacker RO Circuit 573 | 650

Crypto Core SHA-256 Core | 1567 | 1690

Power Domain 3 Power Domain 6
VDD_iso_3 VDD_iso_6
I
[ I | |_ ——
| CLB CLB CLB| |CLB | CLB CLB | CLB CLB
| Cluster 1 Cluster 2 Cluster 1 | Cluster 2
CLB CLB cLB| |CLB I CLB CLB CLB CLB
| | |
________ = ————t
Region 1 Region 2
CLB CLB CLB| |CLB CLB CLB CLB CLB
Cluster 3 Cluster 4 Cluster 3 Cluster 4
CLB CLB CLB| |CLB CLB CLB CLB CLB
4 ¥
Power Domain 1 Power Domain Power Domain Power Domain 5
VDD_iso_1 VDD_Global VDD Global VDD iso 5

Configuration Controller Unit | 2802 | 3100

Zhao
et al.
[23]

18,471

14,857

Power Management Unit | 3288 | 3314

sl wv] LU | e

Total Overhead( CCU + PMU) | 60% | 8714

W oWl wu | &

Elrabaa
et al.
[24]

16,429

12566

14
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Conclusion

= |[solation remains one of the most effective and foundational security
mechanisms for hardware/software co-design across diverse
domains.

= Performance and area overheads are successfully maintained
within acceptable and reasonable bounds.

= Cross-domain expertise (e.g., VLSI design, RF engineering) is
critical to addressing remaining vulnerabilities at the physical layer.
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